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Abstract— Data encryption is the conversion of data into a form, called cipher text that cannot be easily understood by unauthorized people. De-
cryption is the process of converting encrypted data back into its original form. In literature, different techniques are used for encryption and decryp-
tion of text, image, audio and video. In this work text files have been used for encryption and decryption in a grid size of 32X32 by using DSA (Digi-
tal Signature Algorithm) encryption algorithm. In this paper work a modified approach for encryption of text is used with popular DSA encryption 
algorithm. In this work, the binary data of a file is divided into equal sized blocks called grids. The bit streams of each grid are taken and grid trans-
position technique is applied over it. A key of 160 bits is used by the DSA algorithm for the grid size 32X32. The key is wrapped up with public key 
DSA algorithm for secret key transposition so that intruder cannot identify it. For decryption, the reverse grid transposition and private key is applied 
in this work. The included session key is obtained by decrypting the wrapped key with receiver’s private key. The efficiency of the work with DSA 
algorithm is also compared with the reported work with RSA. In this paper work, a modified approach for the encryption of the text is used called the 
DSA (Digital Signature Algorithm) encryption algorithm. The binary data of file is divided into equal sized blocks called as grids. 
Index Terms— Cryptography, Encryption, Grid Transposition, Decryption, RSA, DSA. 

 

——————————      —————————— 

1 INTRODUCTION                                               
ncryption as provided in is a process of converting messages, 
information, or data into a form unreadable by anyone except 

the intended recipient [3,4].  
Encrypted data must be deciphered, or decrypted, before it can be 
read by the recipient.  
The root of the word encryption… 
crypt—comes from the Greek word kryptos, meaning hidden or 
secret [2,6,7]. In its earliest form, people have been attempting to 
conceal certain information that they wanted to keep to their own 
possession by substituting parts of the information with symbols, 
numbers and pictures, this paper work highlights in chronology 
the history of Cryptography throughout centuries. For different 
reason, humans have been interested in protecting their messages.  
Threats to computer and network security[1,2] increase with each 
passing day and come from a growing number of sources. No 
computer or network is immune from attack. A recent concern is 
the susceptibility of the power grid and other national infrastruc-
ture to a systematic, organized attack on the United States from 
other nations or terrorist organizations[12,13,16].  

Encryption, or the ability to store and transmit infor-
mation in a form that is unreadable to anyone other than 
intended persons, is a critical element of our defense to 
these attacks[10,11,16]. Indeed, man has spent thousands of 
years in the quest for strong encryption algorithms. 

 
II. METHODOLOGY 
 
Step 1:A square grid of required size constructed by taking  
binary data from source file.  
Step 2:Now grid transposition applied by reading data  diago-
nally and writing it down on row basis from left  to right.  
Step 3:A secret key that varies with each session as  combina-
tion of 0’s and 1’s is generated based on the  grid size, say 160 – 
bit for 32– sized, 384 – bit for 64  – sized etc.  
Step 4:A new grid generated after transposition.  
Step 5:The new grid is converted into ASCII sequence 
and  written to another file called encrypted file.  
Step 6:Steps 1 to 5 are repeated until the total file is  
formed into grids and encrypted.Padding with 0’s is  
done in grid formation deficiency.  
Step 7:Key generated for each file is encrypted with 
the  public key of sender using DSA algorithm.  
Step 8:The encrypted key is then divided into various  
blocks and appended to file.  
The above steps can be shown as the operational struc-
ture of the technique which includes the source file 
and then the implementation of the technique.  
 
The operational structure of the technique is shown 
below:  
The figure below shows all the steps in sequence.  
Initially, Plaintext is given as input in the form of .txt 
file and then the file is encrypted and decrypted using 
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public key algorithm called DSA and ultimately the 
same .txt file is regenerated using the decryption algo-
rithm. 
MODULES 
1)Grid Reading      
2)Grid Writing     
3)Encryption      
4)Decryption  

1. GRID READING 

Grid Reading is nothing but it is the generation of  
combination of ASCII values of the plaintext in a  grid 
size of 32X32. 
It means that we take the plaintext and get the 8- bit 
ASCII values of each character in the plaintext  and 
fill the grid of size 32 
 
 
 
 

 
 
 
 
 
 
 
 
. 
 
 
 
 
 
 
 

2 GRID WRITING 
 
The data read as above format is written into a new 
equal sized grid starting from the left to right row by 
row. Grid Writing is performed only after grid reading 
have done.This is as follows: 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
3. ENCRYPTION 
Data encryption is the conversion of data into a form, 
called a cipher text that cannot be easily understood by 
unauthorized people[8,9,17]. 
Encryption is done by using public key algorithm 
called DSA with the use of private key of the sender 
and the plaintext to be encrypted. 
During Encryption process the key of required size is 
generated. 
 
DSA Key Generation 
1.choose a prime p,between 512 and 1024 bits in 
length.The number bits in p must be a multiple of 64. 
2.Choose a 160 bit prime q in such a way that q di-
vides (p-1). 
3.create e1   to be the qth     root of 1 modulo p (e1

p  =1 
mod p).choose a element e0 and calculate e1=e0

(p-1)/q 
mod p. 
4. choose d as private key and calculate e2=e1

d  mod p. 
5.public key is (e1,e2,p,q); private key is (d). 
M:Message       r;Random Secret          h(M):Message 
Digest 
S1,S2: Signature        d: private key        V:Verification  
(e1,e2,p,q): Public key 
DSA Signature Creation 
1.Choose a random number r (1<=r<=q). 
2.Calculate signature S1 =( e1

r  mod p)mod q. 
3. Create a digest of message h(M). 
4. calculate signature S2  =(h(M)+d S1 )r-1mod q. 
5.Send M, S1  and S2    
DSA Signature Verification  
1.Check to see if 0< S1<q. 
2.Check  to see if 0<S2<q. 
3.CalculateV=[(e1h(M)S2

-1 e2S1S2
1)modp]modq. 

4.If  S1 is congruent to V ,the message is accepted 
;otherwise it is rejected.   
 
4 DECRYPTION 
Decryption is done by using the public key of the 
sender and the encrypted file. 
Decryption is the reverse process of encryp-
tion.provides authentication, confidentiality[5,17]. 
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RESULTS 
The result for the module “GRID READING” is 
shown  below. 
We have a text file say “INDIAN INSTITUTE OF 
TECHNOLOGY.” 
We will take ASCII value representation in 8 bit of 
each character of the above .txt file. 
 
Now the grid reading for the above text is shown  
below  which will be in the form of 0’s & 1’s. 
 

 
 
The result for the module “GRID WRITING” is 
shown  below. 
The value read diagonally in the above grid and 
 written  left to right of equal size grid row by row 
which is  shown below. 
 

 
 

 

After the implementation of grid writing, encryption is   
to be done by using DSA algorithm. 
 
The encrypted file for .txt file is shown below: 
 
  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
When the file is encrypted then the signed file and 
public  key  is used to decrypt the message using the 
same  algorithm called DSA.  
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After decryption, we get the plaintext once again. The  
figure below shows the output of decrypted  message 
in  the form of grid and ultimately we get the same 
plaintext. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
VI. CONCLUSION 
This paper  work has been implemented for text file with variable 
grid size of lenth 32 . It is being executed efficiently for 32 but 
when executed on grid length greater than does not work effi-
ciently because there is a delay with grid size greater than 32. The 
encryption and decryption time taken by the algorithm is reduced 
to a great extent. In each session, the private and public keys are 
automatically generated for the file which has been encrypted and 
hence increased the security of the system. 
   In this work, only the text file has been used for encryption and 
decryption but it will be used to encrypt and decrypt the audio 
files, video files and images. This dissertation work used DSA 
algorithm for encryption and decryption of text files but in future 
the project will use any other public key algorithm for encryption 
and decryption of the audio, video and image files. 
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